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Executive Summary 

Context 
In January 2018, to improve data security and protection for health and care organisations the 
Department of Health and Social Care, NHS England and NHS Improvement published a set 
of 10 data and cyber security standards – the 17/18 Data Security Protection Requirements 
(2017/18 DSPR) – that all providers of health and care must comply with.  
The 2017/18 DSPR standards are based on those recommended by Dame Fiona Caldicott, the 
National Data Guardian (NDG) for health and care, and confirmed by government in July 
2017.  
 

Questions 
1. Are we compliant with the 10 questions 

2. If not, why and when will we be compliant 

Conclusion 
1. We have no non-compliant sections. 

2. We have several partially compliant sections and will be fully compliant by Q2 2018/19 

Input Sought 
As part of the assurance process, the Board is 
asked to sign off our response before it is 
submitted to NHS Improvement by the 
deadline of 11 May 2018. 
 

Input Received 
This is the first iteration of this paper 
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2017/18 Data Security Protection 
Requirements 
 
 

Background 
In January 2018, to improve data security and protection for health and care organisations the 
Department of Health and Social Care, NHS England and NHS Improvement published a set of 10 
data and cyber security standards – the 17/18 Data Security Protection Requirements (2017/18 
DSPR) – that all providers of health and care must comply with.  

The 2017/18 DSPR standards are based on those recommended by Dame Fiona Caldicott, the 
National Data Guardian (NDG) for health and care, and confirmed by government in July 2017.  

We are asked to confirm whether or not we are complying with the 2017/18 DSPR standards.  

The questions set out below are designed to test whether we have implemented (fully, partially or 
not) the 10 standards outlined in the 2017/18 DSPR.  

As part of the assurance process, the Board must sign off our response before it is submitted. 

 

Leadership obligation 1: People  
1. Senior level responsibility  

There must be a named senior executive responsible for data and cyber security in your 
organisation. Ideally this person will also be your senior information risk owner (SIRO), and where 
applicable a member of your organisation’s board. 

Fully implemented Partially implemented Not implemented 

The organisation has a named 
senior executive who reports 
to the board who is 
responsible for data and 
cyber security and this person 
is also the SIRO  

The organisation has a named 
senior executive who reports 
to the board who is 
responsible for data and 
cyber security but this person 
is not the SIRO  

The organisation does not 
have a named senior 
executive who is responsible 
for data and cyber security  

 

The CIO is responsible for Data/Cyber Security with the SIRO residing in Stephen Ward’s portfolio. 
There is close working relationships across these domains and our work comes together in the 
Information Governance Steering Group and EIM&T Executive Board which have the Data 
Protection/Cyber Security, SIRO and Caldicott Guardian  Lead Directors in attendance 

Please provide the contact details of the named senior executive responsible for data and cyber 
security if they are in place. 



U N I V E R S I T Y  H O S P I T A L S  O F  L E I C E S T E R  P A G E  3  O F  8  

 

Name  John Clarke 

Job title  Chief Information Officer 

Name of organisation  University Hospitals of Leicester 

Email  John.clarke@uhl-tr.nhs.uk 

Telephone number  0116 2585391 

 

2. Completing the Information Governance toolkit v14.1  

By 31 March 2018 organisations are required to achieve at least level 2 on the Information 
Governance (IG) toolkit. 
 
 

Fully implemented Partially implemented Not implemented 

The organisation has 
completed the IG toolkit, 
submitted its results to NHS 
Digital and obtained either 
level 2 or 3.  

The organisation has 
completed the IG toolkit and 
submitted its results to NHS 
Digital but has not attained 
level 2.  

The organisation has not 
completed the IG toolkit and 
submitted the results to NHS 
Digital  

 
We have achieved Level 2 on the v14.1 2017/18 Submission 

 

3. Preparing for the introduction of the General Data Protection Regulation in May 2018 

The beta version of the Data Security and Protection toolkit was released in February 2018 and will 
help organisations understand what actions they need to take to implement the General Data 
Protection Regulation (GDPR) which comes into effect in May 2018. 

Fully Implemented  Partially Implemented  Not Implemented  

By May 2018, the 
organisation will have an 

approved plan to detail how 
it will achieve compliance 

with the GDPR. This will have 
board-level sponsorship and 

approval.  

By May 2018, the 
organisation will have a plan 
that has been developed but 

not yet sponsored and 
approved at board level on 

how it will achieve 
compliance with the GDPR.  

A plan has not been yet been 
developed.  

 

We have an approved plan in place that has been approved and has Board level sponsorship. 
Reports on implementation of the plan are submitted to each meeting of the Audit Committee for 
scrutiny and assurance. 

 

mailto:John.clarke@uhl-tr.nhs.uk
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4. Training staff 

All staff must complete appropriate annual data security and protection training. 

As per the IG toolkit, staff are defined as: all staff, including new starters, locums, temporary, 
students and staff contracted to work in the organisation. 

 

Fully implemented Partially implemented Not implemented 

At least 95% of staff have 
completed either the previous 
IG training or the new training 
in the last twelve months.  

At least 85% of staff have 
completed either the previous 
IG training or the new training 
in the last twelve months.  

Less than 85% of staff have 
completed either the previous 
IG training or the new training  

 

We have achieved sufficient staff being trained in the last 12 months 

 

Leadership Obligation 2: Processes  
 
5. Acting on CareCERT advisories  

Organisations must:  
 

• Identify a primary point of contact for your organisation to receive and co-ordinate 
your organisation’s response to CareCERT advisories, and provide this 
information through CareCERT Collect  

• act on CareCERT advisories where relevant to your organisation  

• confirm within 48 hours that plans are in place to act on High Severity CareCERT 
advisories, and evidence this through CareCERT Collect  

 
Fully implemented Not implemented 

The organisation has registered for 
CareCERT Collect  

The organisation has not registered for 
CareCERT Collect  

 
Yes No Not applicable 

The organisation has plans in 
place for all CareCERT 
advisories up to 31/3/2018 
that are applicable to the 
organization (Note: the plan 
could be that the board 
accepts the residual risk)  

The organisation does not 
have plans in place for all 
CareCERT advisories up to 
31/3/2018 that are 
applicable to the organisation  

The organisation has not 
registered for CareCERT 
Collect  
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Fully implemented Partially implemented Not implemented 

The organisation has clear 
processes in place that allow it 
to confirm within 48 hours of a 
High Severity CareCERT 
advisory being issued that a 
plan is in place.  

The organisation does not have 
clear processes in place that 
allow it to confirm within 48 
hours of a High Severity 
CareCERT advisory being issued 
that a plan is in place, but is 
developing these processes  

The organisation does not have 
clear processes in place that 
allow it to confirm within 48 
hours of a High Severity 
CareCERT advisory being issued 
that a plan is in place, and 
these processes are not under 
development  

 

Fully implemented Partially implemented Not implemented 

The organisation has in post a 
primary point of contact who is 
responsible for receiving and 
co-ordinating CareCERT 
advisories.  

The organisation does not have 
in post a primary point of 
contact who is responsible for 
receiving and co-ordinating 
CareCERT advisories, but is in 
the process of filling that role.  

The organisation does not have 
in post a primary point of 
contact who is responsible for 
receiving and co-ordinating 
CareCERT advisories, and no 
plans are  

 

We are compliant and have processes in place to maximise the advantages of the CareCERT 

6. Business continuity planning 

Comprehensive business continuity plans must be in place to support the organisation’s response to 
data and cyber security incidents. 

Fully implemented Partially implemented Not implemented 

The organisation has an 
agreed business continuity 
plan(s) for cyber security 
incidents in place. The plan(s) 
take into account the 
potential impact of any loss 
of services on external 
organisations in the health 
and care system.  

The organisation is 
developing a business 
continuity plan(s) for data 
and cyber security incidents. 
The plan(s) will take into 
account the potential impact 
of any loss of services on 
external organisations in the 
health and care system.  

The organisation does not 
have a continuity plan for 
data and cyber security 
incidents in place  

 

We have plans in place for UHL and for the impact of an incident in external bodies but the detail of 
how we would respond to loss of services from external partners is handled by the departments.  

The key services have been recently reviewed as part of our major upgrades and in response to 
cyber incidents. We have a new Emergency Planner in post who is picking up the remainder of our 
services. Further work is required to fully understand the impact of external services, such as 111, 
not being available on our Trust. I expect UHL to be fully compliant in Q2 2018/19 
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If there is a business continuity plan in place has it been tested in 2017/18? 

Yes No 
The business continuity plan for cyber 
security incidents in has been tested in 
2017/18.  

The business continuity plan for data and 
cyber security incidents has not been tested 
in 2017/18.  

 

Business continuity plans have been tested, as part of the major PAS upgrade, and enacted in due to 
the cyber incidents in 2017/18 

 

7. Reporting incidents 

Staff across the organisation must report data security incidents and near misses, and incidents 
should be reported to CareCERT in line with reporting guidelines. 

Incidents should be reported to CareCERT via carecert@nhsdigital.nhs.uk or 03003035222 if part of a 
national cyber incident response. 

Fully implemented Partially implemented Not implemented 
The organisation has a 
process or working 
procedure in place for staff 
to report data security 
incidents and near misses  

The organisation is 
developing a process or 
working procedure for staff 
to report data security 
incidents and near misses  

The organisation does not 
have a process or working 
procedure in place for staff 
to report data security 
incidents and near misses  

 

We have a SOP which has been communicated to all staff and we have reported incidents to 
CareCERT. 

 

Leadership obligation 3: Technology 
8. Unsupported systems 

Your organisation must: 

• Identify unsupported systems (including software, hardware and applications) 

• Have a plan in place by April 2018 to remove, replace or actively mitigate or manage the 
risks associated with unsupported systems. 

NHS Digital’s good practice guide on the management of unsupported systems is at: 
https://digital.nhs.uk/cyber-security/policy-and-good-practice-in-health-care. 

Other guidance and general documents are on the main CareCERT website. 

Fully implemented Partially implemented Not implemented 

The organisation has 
reviewed all its systems and 
any unsupported systems 

The organisation has 
reviewed all its systems and 
any unsupported systems 

The organisation has not 
reviewed its systems to 
identify any that are 
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have been identified and 
logged on the organisation’s 
relevant risk register  

have been identified but not 
logged on the organisation’s 
relevant risk register  

unsupported  

 

 

Fully implemented Not implemented 

By May 2018 the organisation will have 
developed a plan to remove, replace or 
actively mitigate or manage the risks 
associated with unsupported systems  

By May 2018 the organisation will not have a 
plan in place to remove, replace or actively 
mitigate or manage the risks associated with 
unsupported systems  

 

We have reviewed our systems and any unsupported systems are on the risk register. The key 
systems being Windows XP and Clinical Workstation (technically supported but at real risk). We have 
plans in place to remediate this situation in 18/19 with these risks also being on IM&T’s and ESM’s 
Risk registers. 

9. On-site cyber and data security assessments  

Your organisation must:  

• have undertaken or have signed up to an on-site cyber and data security assessment by NHS 
Digital  

• act on the outcome of that assessment, including any recommendations, and share the 
outcome of the assessment with your commissioner.  

 

Fully implemented Partially implemented Not implemented 

The organisation has 
undergone an NHS Digital 
on-site cyber and data 
security assessment  

Prior to 31 March 2018 the 
organisation signed up to 
undergo an NHS Digital on-
site cyber and data security 
assessment but has not yet  

had the assessment  

Prior to 30 March 2018 the 
organisation has not signed 
up to an NHS Digital on-site 
cyber and data security 
assessment  

 

We have had our assessment from both NHS Digital and PwC with formal action plans in place. 

 

10. Checking Supplier Certification  

Organisation should ensure that any supplier of critical IT systems that could impact on the delivery 
of care, or process personal identifiable data, has the appropriate certification (suppliers may 
include other health and care organisations).  
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Depending on the nature and criticality of the service provided, certification might include:  

• ISO/IEC 27001:2013 certification: supplier holds a current ISO/IEC27001:2013 certificate 
issued by a United Kingdom Accreditation Service (UKAS)-accredited certifying body and 
scoped to include all core activities required to support delivery of services to the 
organisation.  

• Cyber Essentials (CE) certification: supplier holds a current CE certificate from an accredited 
CE certification body.  

• Cyber Essentials Plus (CE+) certification: supplier holds a current CE+ certificate from an 
accredited CE+ Certification Body.  

• Digital Marketplace: supplier services are available through the UK Government Digital 
Marketplace under a current framework agreement.  

• Other types of certification may also be applicable. Please refer to Cyber Security Services 2 
Framework via Crown Commercial (https://ccs-
agreements.cabinetoffice.gov.uk/contracts/rm3764ii)  

NHS Digital contracts for/supplies a number of IT systems and solutions in use by multiple NHS 
organisations. Please note that NHS Digital ensures in each of its system procurements that 
appropriate data security certifications are in place from its suppliers. 

Fully implemented Partially implemented Not implemented 

The organisation has checked 
that the suppliers of all its IT 
systems have appropriate 
certification, and can 
evidence that all suppliers 
have such certification.  

The organisation has checked 
that the suppliers of IT 
systems that relate to patient 
data, involve clinical care or 
identifiable data have 
appropriate certification, and 
can evidence that all suppliers 
have such certification.  

The organisation has not 
checked whether its suppliers 
of IT systems have 
appropriate certification.  

 

This has been a procurement requirement of all systems brought with IM&T’s knowledge for the 
past two years. We have been working through the remaining in priority/risk order but we have not 
yet completed the task. All IT systems will be checked by the end of Q1 2018/19. 
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